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ABSTRACT

The benefits that tagging technologies can bring to enterprises by bridging the gap between
the real world and its representation in information systems has clearly been demonstrated
by the work of the Auto-ID Centre and in many case studies performed by different companies.

While RFID tagging currently receives a lot of attention, it is only one of many different technologies
that may be used to get information about objects in the real world. In this paper, we address
this much larger set of ‘smart sensor’ technologies. Each of these technologies typically has

its own particular strengths and weaknesses in different application areas and under different
operating conditions. Therefore, for many applications it seems sensible to integrate the data
from a combination of underlying sensors to form a smart sensor network.

This paper describes the underlying technologies that may be used to build a smart sensor
network and presents the authors’ vision of the network itself, providing several example
scenarios to demonstrate its utility. Potential problem areas are also discussed. A framework
for a universal smart sensor network is proposed; without such a framework, the effort of
integrating all the different sources would be prohibitive, resulting in the continued proliferation
of inflexible systems that are unable to adapt to the fast changing business requirements of
today’s world.

We believe that the time is right for further study of the technology behind smart sensor
networks and the applications for them.
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1. INTRODUCTION
1.1. What is Auto-ID?

The term ‘Auto-ID’ is ambiguous; it is often used by different people to mean different things in different
contexts. The simplest interpretation of an ‘Auto-ID system’ is one that may be used to automate the
identification of objects. A number of underlying technologies could be used to implement such automatic
identification, and the characteristics of these — such as accuracy, performance and cost - vary quite
considerably. However, the term ‘Auto-ID’ is sometimes also used to refer to much more sophisticated
systems deployed to (automatically) glean other types of information about objects, beyond a simple
object identifier.

Finally, ‘Auto-ID’ is also used as shorthand for ‘The Auto-ID Centre’, such that references to ‘Auto-ID
systems’, ‘Auto-ID tags’, ‘Auto-ID readers’ and so on refer very specifically to work associated with the
Auto-ID Centre in these areas. This is exactly the meaning ascribed to ‘Auto-ID’ throughout this paper.

1.2. What are Smart Sensors and Smart Sensor Networks?

A smart sensor is, most simply stated, a device that
1. knows some information about itself (or the object with which it is associated) and
2. has the ability to communicate this.

By this definition a radio frequency identification (RFID) tag that contains information about the object

it is attached to is, at the simplest extreme, a smart sensor. But smart sensors can also be much more
sophisticated than RFID tags in their design and functionality — they may be able to sense things in their
environment; they may contain very detailed information about an associated object; and they may be
able to communicate with each other autonomously.

Indeed, the ability of smart sensors to communicate with their peers leads to the notion of smart sensor
networks, where information can be passed between the network nodes (the smart sensors themselves)
and decisions perhaps made automatically. A very simple network could be formed when a number of
smart sensors are in the presence of a co-ordinating reader, which can effectively act as the infomediary
that gleans the relevant information from the sensors within range and makes the decisions on their
behalf. In this way, even basic RFID tags can form a smart sensor network of sorts. At the other end of
the spectrum, more sophisticated smart sensor nodes would carry their own power source, and would
be capable of exchanging information with their peers and making decisions internally.

1.3. Background of this White Paper

The Auto-ID Centre is promoting a number of technologies centred around the automatic identification
of objects that may be combined to provide previously unheard of visibility of objects in the supply chain
and beyond. The Centre believes that this new ability will deliver tangible business benefits to a wide
range of organisations. Within the Centre, a number of studies that demonstrate the specific benefits

of the use of these technologies have been carried out [kambil2002, alexander2002a, alexander2002b],
and more such studies are underway.

Additionally, many studies carried out independently in recent years also indicate the business benefits
that may be achieved through the deployment of systems that can automatically identify assets as they
move along the supply chain.
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To date, most of these studies have limited their consideration to the simplest form of smart sensors
- namely simple identifiers attached to objects. We believe that there are many more benefits to be
gained through the use of more sophisticated sensor networks. In our vision, supply chain visibility is
much more than simply knowing where objects are — many more characteristics of those objects will
be known, even as they change over time.

This paper provides an introduction to the features we might expect of smart sensors and the networks
they form, both using today’s technology and also in the future. It presents some of the problems that
must be overcome to make this sensing suitable for deployment, and it looks at some possible usage
scenarios and the benefits that may be gained. We believe that the time is right for further study of the
technology behind smart sensor networks and the applications for them.

2. SMART SENSOR TECHNOLOGIES

Having defined a smart sensor as a device that knows something about the object that it is associated
with, and is able to communicate this, this section reviews the various underlying technologies that
may be used as a foundation for building smart sensors.

2.1. Identification Technologies

As mentioned in Section 1.2, one of the simplest forms of smart sensor, by our definition, is a device
that contains some fixed information about the object that it is associated with. Examples of such
information include the stock keeping number of a product, or the shipment serial number of a package.
In these simple examples, the device may take the form of a tag of some kind that is physically attached
to the associated object. Two common tagging technologies are barcodes and RFID tags, which are
discussed in more detail below, along with a third technique that we have classed as ‘fingerprinting’.

2.1.1. Barcodes

The familiar black-and-white stripes found today on most consumer packaged goods contain information
describing the type of an item and the identity of its manufacturer. This information is communicated
through the use of a barcode scanner, an optical device that can read such a barcode when it is held in
the reader’s field of view. In addition to the commonplace one dimensional (1D) barcodes, a number of
more sophisticated symbologies capable of representing additional information have been developed.
These include the 11/2D or stacked barcode, and the 2D barcode [aim, barnes1999].

The barcode standards most commonly used for consumer item labelling dictate that the identity of the
manufacturer and the stock-keeping unit (SKU) of each item is identified in two separate sections of the
barcode. Although barcodes can theoretically be of any length, in practice they are limited in size and
contain no serial number.

2.1.2. Radio frequency identification tags

Frequently deployed in vertical application areas, RFID tags typically combine a modest storage capacity
with a means of communicating this stored information wirelessly to an RFID reader. Crucially, unlike
barcodes, line-of-sight is not needed for this information transfer. A large number of different RFID
technologies are in development or deployed in specific niche applications, but the most common
approach to implementing an RFID tag is to mount a tiny silicon chip onto a foil antenna - the resulting
tag often takes the form of a label. Such RFID tags are passive (i.e. require no on-board battery) and
can typically be read from a distance ranging from a few centimetres to a few metres. There are also
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active tags which do have an on-board battery, resulting in far longer read ranges and memory sizes,
but at far higher cost and a limited lifetime of 2—5 years. For more details on the vast range of tag
characteristics possible, the reader is referred to [finkenzeller1999].

Typically RFID tags contain more storage capacity than barcodes, and it is therefore possible to further
partition the memory to include a serial number, so that items can be uniquely identified. It is also
possible to design an RFID tag with read/write capabilities, such that some or all of the information

it contains can be modified as required.

2.1.3. Fingerprinting techniques

Whilst not strictly a form of smart sensor tagging, there are a number of fingerprinting techniques in
development which are mentioned here for the sake of completeness. Rather than associating some
particular information or data with an object, it is possible to use some of the physical properties
of that object to generate a unique “fingerprint’ of the object that may be used to uniquely identify
it [pappu2002]. This unique identity may then be used as a key to refer to more specific information
elsewhere, much like the electronic product code (EPC™) [brock2001a] is used in an Auto-ID system.

2.2. Location Sensing

In addition to fixed information about an object, such as its identity, there is a lot of dynamic information
associated with objects — information that changes in real-time. A good example of this is the current
location of an object, which will obviously change whenever the object is moved. Depending on what
this location information is used for, the nature and granularity required may vary dramatically. The
nature of location information may be split into a number of broad categories. In addition to absolute
location information, where a co-ordinate system of some kind is used, it is also possible to describe
location in terms of containment (when for example an object is known to be in a certain warehouse) or
in terms of proximity or range (i.e. distance) to either a fixed point or to other mobile objects. The nature
of information available will tend to depend on the underlying technology used. For example, the global
positioning system (GPS) [leick1995] generates absolute location data (in the form of GPS coordinates),
whereas RFID tag readers generate proximity information.

In addition to the fundamental nature of the location information, the granularity (or resolution) as

well as the accuracy and the speed of update of the information must also be considered. Different

technologies also have different requirements in terms of the supporting infrastructure needed, the
implementation cost, power consumption, component size and so on.

2.3. Sensing the Physical Environment

A smart sensor may measure different characteristics of the physical environment that it (and the
object with which it is associated) is exposed to. Examples include:

- temperature;

- pressure;

- humidity;

- shock/vibration/acceleration.
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2.4. Keeping Track of Time

Any of the above sensing technologies will generate data that varies with time, because the sensed
characteristic will itself tend to vary with time. If a sensor has the ability to keep track of time, and

also has some storage capacity, then it is possible to keep track of these changes. The resolution and
frequency of readings stored would depend on the amount of memory available, and also on the period
for which this information needs to be stored on the device (before being downloaded to the network).
It may not be necessary to log sensory readings at a fixed interval; additional intelligence built into the
sensor might dictate that only significant changes in the environment be stored in memory in this way.

To differentiate a simple smart sensor from one that has the ability to periodically store readings and
timestamp information, we refer to the latter as a logging smart sensor.

2.5. Communication

The definition of a smart sensor in Section 1.2 referred to the ability of the sensor to communicate
information. This section briefly reviews some of the relevant communication technologies.

2.5.1. Light

The simple barcode communicates its fixed information payload by spatially modulating incident light
- parts of the code reflect and other parts do not. A barcode can therefore be read simply by shining
light at it, either uniformly or as a scanned beam, and looking at the intensity of the reflection. Most
barcodes work well with either visible or infrared light.

Another common form of digital communication using light is the infrared data port (or IrDA port) present
on many electronic devices, such as mobile telephones, electronic organisers and laptop computers.
High data rates over relatively short distances are possible using IrDA communication [irda], and the
[rDA components themselves are relatively low-powered during operation, making them a candidate
for smart sensor communication.

The downside to light communication systems is the requirement for line-of-sight between the
communicating devices. That is, the transmitter and receiver components must have a direct,
unobstructed straight-line path between them for the duration of the communication.

2.5.2. Active, short-range radio communication

Unlike communication using light, radio communication works without line-of-sight - in some cases
there can be quite substantial obstacles between the transmitter and receiver and communication is
still viable. (The details will vary greatly depending on exactly how the communication is set up.) This
clearly is a great advantage when the physical environment is less well constrained, and line-of-sight
cannot be guaranteed.

As the term implies, active radio communication requires a power source on each side of the link,
and typically this is quite significant — a small battery will not be able to power such a system for long
periods (e.g. many months) without replacement or recharging. Short range radio devices (also called
low power radio devices) can communicate over distances of up to around 100 metres, and are often
designed to support direct communication between peers.
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In addition to proprietary solutions, there are a number of standards that might be suitable for active,
short-range communication between smart sensors. These include Bluetooth [miller2oo1] and IEEE
802.15.4 (a.k.a. Zighee) [gorday2001].

2.5.3. Active, cellular radio communication

When radio communication over distances longer than around 100m is needed, there are basically

two approaches that may be adopted. The obvious approach of increasing the RF transmission power
has a number of disadvantages (not least of which is the electrical power required). The alternative
approach, which has enjoyed particular popularity in deployment of cellular telephony and WiFi wireless
networking, is to build an infrastructure of radio basestations such that communication only needs to
occur to the nearest basestation. The required communication between basestations is implemented
over a standard wired network. Once again, there are many characteristics of such a cellular set-up,

but a number of standards exist, including GSM, GPRS, UMTS, WLAN (a.k.a. WiFi) [oliphant2000,
riezenman2002].

2.5.4. Passive radio communication

In addition to active radio communication, where both ends of the communication channel are powered,
it is possible to design a passive communication system, where only one of the endpoints (the master)
has an external power source, which is used to power the entire communication. This is exactly how
passive RFID tags are read - the reader is a master that generates an RF field that powers the tags (the
slaves) within range in addition to transmitting data to those tags.

Even when a device does have its own power source, it may be advantageous to use such a system to
provide a zero-power communications channel. In this way, none of the device’s precious batteries
need be used when communicating — and this can be very important due to the relatively high energy
demands of radio transmissions and reception (see Section 2.5.2). This is exactly the approach taken
in the design of semi-passive RFID tags — the communication occurs with no power being supplied by
the tag, but an on-board battery does enable other tag functions.

It is also possible to imagine a scenario where a particular device operates as a master for some of the
time, and as a slave at other times, depending on circumstances.

An initiative to define a standard for such passive radio communication, Near Field Communication,
has recently been announced [philips2002].

2.5.5. Wireline communication

Whilst smart sensors will often be mobile, wireless devices that rely on some kind of wireless communi-
cation, it is also possible to imagine fixed sensors. For example, a temperature sensor in a warehouse
may be permanently deployed in a fixed location so that it can provide information about the ambient
temperature in that location and so that the system may infer how that reflects in the temperature of
items stored there.

In many cases, it will be convenient to hard wire power and communication services to such fixed
sensors, resulting in higher performance, robustness, longevity and so on. There are many mature
wireline communication systems and protocols, but of particular relevance to the requirements and
philosophy of the smart sensor network are recent developments of the concept of network-direct
appliances. This approach involves incorporating a basic ethernet interface into electronic devices,
even when they are small, cheap and embedded in operation. (In the past, the ethernet interface
has been restricted to more sophisticated electronic systems, such as personal computers and
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workstations.) A lightweight TCP/IP stack is typically implemented within the network-direct appliance,
so that it can communicate over the ethernet with pretty much any other device on the Internet.
This clearly builds incredible flexibility into the system, and for this reason it may well be a suitable
technology for use in a smart sensor network.

3. SMART SENSOR APPLICATIONS
3.1. Applications in Use Today

The various forms of smart sensor technology have been deployed in different vertical application areas
for many years; for example RFID tagging technology is commonly used as part of a proprietary, bespoke
solution for a given industrial problem. Although enterprises often use up-to-date technologies, each
implement their own proprietary solution; they may even have multiple incompatible solutions within
the same enterprise.

Such an approach results in several problems:

- the solution is expensive to maintain and even harder to adapt to new business
process requirements;

— it doesn’t work across enterprises;

- the advantage may be optimal for given applications, but as technology advances the need
for optimality is removed, and the advantages of interoperability become compelling.

Just as the Auto-ID Centre is building common, open standards and infrastructure for the use of RFID tags,
there is a need for common, open standards and infrastructure for sensor networks in general. The benefits
of smart sensors will be much greater if they interoperate seamlessly, and if smart sensor networks can be
built from the sensor components with very little effort. Ideally this would actually be an automatic process.

3.2. Envisaged Applications

To date the full potential of smart sensor networks is far from realised. We imagine a great many diverse
sensors embedded throughout certain environments, continually monitoring and communicating to
enhance the abilities of our systems and to save wasted effort and money. An early version of such an
application is described in [thede2001]. To give a flavour of the applications that may be commonplace in
the future, we present a number of example scenarios where smart sensor networks play a pivotal role:

- The temperature of frozen and chilled goods can be monitored continually throughout the cold
chain, to ensure that the relevant standards are adhered to. In the longer term, it may be possible
to introduce more sophisticated algorithms for calculating sell-by and use-by dates, based on
the specific conditions experienced by individual products. Taking this idea through to its logical
conclusion, dynamically updated sell-by and use-by dates may become commonplace, not just
within the cold chain, but even through to the consumer, enabled by smart sensing in the home.
A similar scenario from the pharmaceutical area is depicted in Figure 1.
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Figure 1: Example of a smart sensor net-
work based pharmaceutical supply chain.

The products are packaged in smart
blister packs that can sense the current
temperature in addition to identifying
the product. Environmental temperature
is controlled at all points in the supply
chain. For example, smart trucks contain
refrigeration units that are linked into
the smart sensor network for control

of temperature during transportation.
Similarly, there are smart racks, shelves
and cabinets. Data about the blister
packs is sent to the manufacturer for
tracking and replenishment calculation
purposes. At each location, the expiry
dates can be recalculated. There are two
ways of doing this: either all temperature
data is sent back to the manufacturer,
where the updated expiration dates are
calculated and stored for subsequent
access from remote locations. Alternatively,
the manufacturer provides a calculation
algorithm in the associated physical
markup language (PML), which can be
downloaded and executed at the blister
pack’s remote location.

Figure 2: Smart Truck

1. Wireless Communication
2.GPS
3. Temperature RFID on blister packs

Inside the truck are one or more readers
that can interrogate the temperature-
sensing RFID tags continuously. The
information is collected and together
with GPS location information sent to
backend systems via some form of
wireless connection. Note that during
transit, the truck will not be online all
the time, both for connectivity as well
as cost reasons, but data collection
continues. At certain points (sometimes
also referred to as “info stations”
[badrinath1996, ye1998, kubach2001])
during transit connectivity is re-
established and synchronisation is
done automatically. Note that the truck
is a small smart sensor network itself,
and while connected it is a node in

the universal smart sensor network.
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- Goods sensitive to shock and vibration (for example electronics goods and sensitive equipment)
can be monitored throughout transit and storage to ensure that their quality is not compromised.
Any potentially harmful treatment will be detected and subsequently flagged, making sure that
defective goods are taken from the supply chain as early as possible and thereby saving the costs
associated with failing to do this. Additionally, the source of the shock/vibration will be easier to
track down (for example the time and location of the problem) using the data generated by the
smart sensors, and this will facilitate remedial action to prevent reoccurrences.

- In addition to temperature monitoring, other environmental factors such as pressure and humidity

can be detected and monitored by smart sensors. This may have implications for the safe transit
and storage of many different items, including foodstuffs, electronic components and chemicals.

SMART TRUCK

1
—

i~

Oo O
3 00 DOe

- Vending machines will automatically know the sell-by dates of the products they contain, and will
therefore be able to reduce the prices of relevant goods to reduce wastage; these decisions will either
be made independently, or may involve collaboration with other machines or with manufacturers
and retailers. The machines may also be aware of other factors, such as the re-stocking schedule
and environmental conditions (e.g. the temperature, which has a big effect on the demand for chilled
drinks), and may use this information to influence decision-making. Of course, these ideas are not
just limited to drinks vending machines — in parts of the world where a whole host of vending machines
are commonplace, such as Japan, the potential applications of smart sensors are even greater.
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- Recent developments in olfactory sensor devices open up the possibility of freshness monitoring
of foodstuffs based on smell. It may be appropriate to combine the data generated by a number
of heterogeneous sensors in order to provide a more reliable estimate of freshness, but this task
would be ideally suited to a smart sensor network.

- In addition to associating basic identifiers with objects through tagging to enable tracking throughout
the supply chain, it is also possible to store additional data on such smart sensor tags. This may
make operations in a network-free environment considerably easier. For example, when performing
maintenance at remote sites such as oil rigs, electricity distribution masts or even countryside garages
[chaxel1997], it may not be possible to retrieve and update records that are stored on a networked
enterprise database - instead it may be much more appropriate to store the information with the
objects themselves. Even when network access is technically possible, it may be appropriate to reduce
the reader and networking infrastructure required to reduce cost, ease deployment, or reduce
power requirements.

- Smart sensors can be used to build event and error detection and logging capabilities into devices
to make them more intelligent in the face of unforeseen circumstances. It may be possible to run
diagnostic operations to detect certain operating characteristics or error conditions, and either log this
information for subsequent reference, or communicate it in real-time across a smart sensor network.
In this way, it may be possible to build up a much more detailed understanding of the typical usage
and behaviour of machines and systems, and even to anticipate fault conditions.

- In applications where secure information transfer is required, smart sensor devices with security
built in will ensure that privacy and authenticity is guaranteed [sarma2002]. In fact, these features
may quickly become commonplace in smart sensor networks to ensure the integrity of enterprise
applications built on top of the technologies discussed in this paper.

- Smart sensors in machines and operating equipment will record the exact usage and operating
parameters like temperature, time of idleness, peak loads etc. Feeding this information back to
product design will lead to improvements in the next version of the machine. The product can be
designed to match the actual utilisation more closely, resulting in lower operating costs because
of lower maintenance costs or more efficient power usage. Also the handling of the machine can be
simplified if rarely used functions are eliminated and often-used functions are made easier to use.

By providing a single platform that encompasses all the technologies discussed in Section 2, a universal
smart sensor network would facilitate the deployment of all the scenarios provided above, as well as
others. It would be much easier to deploy systems that exhibit sophisticated behaviours.

This platform would avoid the ‘media breaks’ [fleischo1] introduced when data is transferred between
different media - e.g. reading the shipment number from a label and manually typing the information
into a computer system. It also alleviates the problem of integrating different proprietary systems in a
single application, thereby avoiding the interfacing effort that is usually required and also guaranteeing
the correctness, consistency and completeness of the data. As a result, applications ranging from
environmental sensing and information gathering through to those exhibiting automated control of the
environment may be built much more readily.
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4. VISION OF A UNIVERSAL SMART SENSOR NETWORK

Our vision is for an environment where embedded smart sensors of all types are pervasive. Although
these devices would range greatly in their complexity and ability, they would communicate with each
other and with infrastructural components (such as network interfaces and processors) seamlessly
whenever appropriate. Should parts of the sensor network become disconnected, then operation would
automatically continue within the resulting partial networks for the duration of the disconnection,
and information would be resolved seamlessly when full connectivity is resumed. New devices and
new technologies could be integrated into the network autonomously, by means of a description and
discovery protocol that ‘matches up’ devices that can usefully communicate with each other, providing
true “plug’n’play”.

Information would by its very nature be timely and up-to-date, and would be passed around this smart
sensor network automatically, as appropriate. Intelligent software agents would be able to interface to this
network and would make decisions based on the information, thereby automating control of the environment.

Being able to track every object throughout its entire life-cycle, potentially including the period when

a consumer is using it, has severe privacy implications. The authors feel that these issues are, however,
outside the scope of this paper. They have been addressed elsewhere in the literature [langheinrich2002],
and will undoubtedly be given much more consideration in the future.

The rest of this section discusses how our smart sensor network vision might be realised in terms of
an implementation approach, and what the abilities inherent in such a smart sensor network might be.
We explain why we think that now is the right time to be exploring this vision and why we think that
the Auto-ID Centre framework is particularly relevant.

4.1. A Distributed, Agent-Based Approach

The power of modularity in software systems is well known [booch1994]. Software modules, also referred to
as software components, allow sophisticated and flexible systems to be constructed with much reduced
effort when compared to the construction of an equivalent bespoke, monolithic solution. Each of these
components provides a certain functionality or set of services, has a well-defined interface and performs
well-defined operations. Typically, the components run together in a special environment on a computer
system, the operating system, which provides core low-level services such as memory management

and inter-component communication. Something similar to a component-based methodology may be
appropriate for building a smart sensor network. Each sensor device is represented by its own software
component, or more accurately, a software agent. These agents act on behalf of the associated devices.
Each has a well-defined interface and different agents can be plumbed together using services provided
by an underlying smart sensor network operating environment. This same operating environment can
also provide a mechanism for registration and discovery of sensors within the network. The actual run-
time code that embodies each software agent could either be embedded into each device, or it could be
made available from a server on the smart sensor network. Similarly, it may actually be executed within
the sensor device, or it may be run on the network through a service provided by the operating environment.

One of the advantages of an agent-based approach is that it lends itself to a distributed implementation.
An application is made up of a number of agents that interact with each other, and each of these may run
on different platforms, such as the sensor devices themselves. This naturally provides all the advantages
associated with a distributed approach, such as fault tolerance, location transparency and scalability
[coulouris1988]. In fact, the approach of representing different devices using agents and allowing them
to interact across a network is well known by distributed systems programmers as agent-based design
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[luck2001, wooldridge1997]. When the software agents are associated with corresponding specific
devices, this is sometimes called a holonic system [bussmann1998, mcfarlane2o00].

4.2. The Abilities of a Smart Sensor Network

The smart sensor networks that we envision will support a number of novel and interesting features;
some of these are listed below:

— Multiple homogeneous smart sensor devices may readily be combined to overcome the limitations
of single sensors. The benefits of this are multiple — the redundancy of information allows more
accurate sensing of the environment and also raises the possibility that faulty or mis-calibrated
sensors can be detected. Also, spatial distribution of sensors allows a much more complete view
of the environmental conditions to be built up.

- Integration of heterogeneous sensing technologies will also be possible. For example, whilst a
temperature sensor with an inbuilt real-time clock can be used to monitor perishable foods and
estimate sell-by and use-by dates, it’s possible that the combination of temperature and smell
sensing would provide a much more robust detection of end-of-life.

- Sensors designed for different applications areas and/or built by different technology vendors will
be interoperable, making the deployment of real systems much easier. Indeed, we imagine flexible
solutions that can be re-configured (even on-the-fly) to optimise processes with respect to changing
variables and requirements.

- Smart sensor networks will scale dynamically and automatically. For example, the scope of a particular
scenario may be limited to a single company; however, in a different application, the sensor network
might involve the entire supply chain.

- As business requirements change, it is relatively straightforward to modify the underlying processes
since the sensing and communication aspects of the systems are very flexible. When a new configuration
is created, the smart sensor devices will detect this and automatically operate in a useful way.

- As new types of sensor devices are developed, they can readily be integrated into the smart sensor
network, enabling the benefits to be captured quickly and facilitating experimentation. Similarly, new
combinations of sensors and various locations and configurations of sensors can be prototyped much
more easily.

- Data regarding the actual usage of products and equipment may automatically be collected continuously.
In addition to providing an insight into the processes within an organisation, this information could
also be used to help improve actual product design, by learning from how products are actually used
(rather than how they were designed to be used).

43. The Time is Right...

The down-side of the distributed, agent-based approach described in Section 4.1 is a reduction in
efficiency of operation - it is always the case that a custom-built application can be designed in a way
that will out-perform the equivalent that is built from distributed components. Throughout the history
of computer systems, when a new application area is initially developed, flexibility typically has to be
compromised in order to achieve a certain level of performance. As time goes on, the technologies involved
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mature — hardware becomes more powerful and software becomes more sophisticated. These technology
improvements mean that it gradually becomes possible to introduce the extra flexibility and functionality
associated with modularity without compromising performance.

We believe that now is the right time to extend the concepts of modularity right down to the intelligent
sensor level. Technology has reached a point where the overhead associated with this approach is
acceptable, and we also have well-enough developed software techniques [jini][upnp] to build intelligent
sensor networks in this way.

4.4. Smart Sensors in an Auto-ID Framework

The smart sensor network we imagine would be a rich source of additional information for the applications
the Auto-ID Centre envisages. In addition to information about the identity of objects, smart sensors
would generate other data such as location, temperature and shock/vibration, and the smart sensor
network would provide a means to communicate this. The Auto-ID systems would then either collate
and filter this information [oats2002] before passing it up to higher-level business information systems
or they would process the information directly and use it to control the environment [mcfarlane2002].
A smart sensor network clearly has features that mean that it can provide a valuable supporting role in
an Auto-ID system. Conversely, the Auto-ID system can support the smart sensor network. For example,
information about individual smart sensor devices, their abilities and their configurations could be
stored as PML so that it is readily accessible not only to the corresponding device, but also to other
devices in the network. In this way, the ‘driver’ information needed for plug’n’play operation can be
easily maintained and distributed.

One of the activities within the Auto-ID Centre is the development of universal protocols suitable for RFID
tag communication. Since RFID is a key smart sensor technology, it seems sensible to make sure that
the Auto-ID centre protocols are extensible to the more generic and sophisticated ideas presented in this
paper. This would provide a common platform upon which a huge variety of applications can be built.

5. PROBLEM AREAS

In the previous sections we demonstrated the applications and potential benefits a universal smart
sensor network could bring to all parties involved in developing, producing, transporting and selling
products. However, in order to realise the vision, many problems still need to be solved. Some of these
problems are of a technical nature, but many are not. Table 1 visualises what we have identified as

the four main problem areas — the four cornerstones as it were — in building a universal smart sensor
network. The following sections will look into these four areas in more detail.

UNIVERSAL SMART SENSOR NETWORK

Standards Collaboration Software Frameworks ~ Hardware
— Object Identification ~ - Sharing of Business - Adaptive - Ubiquitous Sensors
— Object Description Data — Device/Service - Cheap Components
— e-Business Processes - Deployment Discovery - Automatic Sensor
- Software Interfaces — Changes of - Scalability Calibration

and Protocols Ownership - Security - Length of Life
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The collaboration and standardisation issues described below take often more time to solve than the
technical issues. They can only be solved through business decisions, which will only be taken in favour
of a universal smart sensor network if the right business cases can be proven.

5.1. Standards

By definition, a universal smart sensor network can only come into life if it is a network as common as
the Internet is today — we want to create the “Internet of Things”. In order to achieve this, global
standards need to be developed and applied in the following areas:

Object identification

A global object identification scheme is important in order to track single items and to avoid object
reference errors that can occur when object identifiers need to be converted or mapped. The electronic
product code (EPC™) as defined by the Auto-ID Centre satisfies this requirement.

Object description

Perhaps more interesting than the identity of objects is the ability to exchange information about those
objects. This requires standards relating to data formats and semantics, e.g. the meaning of a specific
XML tag should be the same for all participants in a supply chain. Many organisations have defined such
standards for their domain or are working on defining new ones. Depending on the organisation, these
standards can be industry-specific or cross-industry [rosettanet, exbml]. The physical markup language
(PML) as proposed by the Auto-ID Centre [brock2001b] is another format for storing information about
objects. PML s divided into core elements, e.g. time and location, and PML extensions [floerkemeier2002].
This division is in our opinion one of the strongest points of PML since it enables the reuse of the work
of other standard bodies. For example, ebXML [ebxml] tags or tags defined by RosettaNet [rosettanet] can
be used within PML.

e-Business processes

The business processes of partners must be aligned in order to know what data needs to be exchanged
and when. The work of the different standards organisations like RosettaNet and ebXML can be reused
for this.

Software interfaces and protocols

To enable the ubiquitous deployment envisaged, the software interfaces and protocols between single
software components need to be standardised as well. It is important that only the interfaces and protocols
are standardised, not the components themselves. This ensures that technology vendors have the flexibility
to add value in their own ways, but without compromising interoperability. We imagine that vendors will
need the freedom to adopt different (potentially proprietary) implementation approaches, or perhaps to
provide specific, additional functionality for specific application areas; this must be supported without
compromising the interoperability of the sensor devices.

While standards are very important, the authors strongly believe that just waiting for the right standards
to be developed is not appropriate. This would take too much time and there would be a high probability that
the standards wouldn’t actually be suitable for daily use in the field. The standards have to be developed
in connection with practical field tests to make sure that they are actually useful and relevant, and to
propagate them throughout the industry. The difficulty though will be to walk the fine line between
implementing particular scenarios for specific field tests and producing generalised standards that are
applicable for other scenarios as well. The proposed solution must be flexible and powerful enough that it
can address the needs of the entire community, but at the same time it must be lean and tight enough to
provide a practical solution in each of the specific applications needed by individuals within the community.
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5.2. Collaboration

A universal smart sensor network can provide a lot of data to enterprises about what is really happening
in their supply chains and how they are executing. It has been shown [joshi2o000] that to have complete
visibility throughout the supply chain reduces the inventory and backlog costs dramatically throughout
the chain. However, such visibility can only be achieved when companies are willing to share internal
data with business partners and unfortunately competitive concerns limit the willingness of companies
to do so. One way of alleviating these concerns is to use software agents to communicate information
instead of sharing the raw data [huhns2002]. The software agents act as gatekeepers that can answer
questions about availability of a product or a resource in a certain time frame without giving away more
data than absolutely necessary, such as exactly how much stock of a given product is being held. In a
further refinement, the agents could also negotiate price and delivery times.

Note that even if the costs of the whole supply chain are reduced, a company will only be willing to
participate if there is a direct financial benefit for itself, for example by being able to keep lower
inventory levels or perhaps by being explicitly reimbursed in some kind of costs savings distribution
scheme. A similar issue relates to deployment. Deploying the necessary hardware and software
infrastructure has some considerable cost. The standardisation work will bring down the cost of the
components in the infrastructure, but it will not be zero. A cost-sharing scheme where the cost of
deployment is split among the different participants according to the individual benefits would be
helpful. Take for example the tagging of individual products. Ideally, products are tagged at the point
of manufacture. In many cases the financial benefits that tagging can bring for the manufacturer alone
justify the costs. However, should the manufacturer bear the whole cost associated with source level
tagging, when many of the benefits of tagged products will go to the retailer, not the manufacturer?
Or should these costs be shared more evenly?

Not only will many of the smart sensors themselves move along the supply chain during the life of a product,
but also the information associated with them and with the associated products will move between
computer systems belonging to different corporate entities. There are subtle questions regarding the
ownership of the sensors and of the information during the lifetime of a product - at what point, for
example, does the information leave the domain of the manufacturer, and come under control of the
retailer? Is the information partitioned so that there is a joint ownership of some kind? How is access
for reading, overwriting and deleting existing information controlled? How is support for adding new
information provided? Who is responsible for ensuring data integrity, in the face of both accidental and
malicious events? These are all interesting technical and political questions, which need to be addressed
through a combination of research, experimentation and dialog between interested parties.

If solutions for these collaboration issues cannot be found, a truly universal smart sensor network will
not come into existence. However, the technology and standards will still allow for local smart sensor
networks deployed within single corporations or specific consortia. We believe that there are also
significant benefits for such local smart sensor networks.

5.3. Software Frameworks

To support a universal smart sensor network requires a software infrastructure — based on standard
interfaces and protocols — with the following properties:

Openness

Heterogeneous environments, both regarding software as well as hardware, are a fact of life. Standardisation
will never and should never go so far as to define one given infrastructure for everybody. We therefore
prefer to use the term framework instead of infrastructure, because it implies that some adaptations to
specific situations are possible and perhaps even necessary. It must be possible for different vendors to
add or integrate new components easily.
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Scalability

The large number of devices and sensors integrated into the network will generate a huge amount of
data that the network must be capable of handling. There are a number of ways in which this may be
achieved: partitioning the network, network hierarchies, data filtering and aggregation at several layers
within the network hierarchy, local control decisions etc.

Security

Needless to say that security is a crucial issue in any IT-related infrastructure. Security in the context of a
smart sensor network takes many forms, such as privacy, authorisation and authentication, integrity and
non-repudiation. The sensors that generate data and the actuators that use data to control the environment
will be highly distributed, creating new challenges for the design and implementation of security policies.

An insecure solution can of course lead to financial losses or even worse, breaches of safety.

Device and service discovery

A network of this scale can only work if it is possible to plug a new device into the network without the
need for active configuration of either the device or other components that would like to use the services
this device provides. It is desirable that the roles of and the relationships between the devices and the
business processes and enterprise systems are discovered automatically [balazinska2002]. At the same
time, the enterprise systems must be able to make use of new service autonomously. Devices can also
disappear from the network at unpredictable times. This must be detected and appropriate action needs
to be taken: rerouting service requests to other sensors or in same cases alerting a technician about the
failure of a critical device, so that the device can be fixed.

Adaptation

We have already mentioned two facets of adaptation, namely: adapting the framework to specific scenarios
and automatic adaptation as devices appear on or disappear from the network. A third aspect involves
adapting the behaviour of the network over time. Information about what actually happens in the network
and how resources are utilised can be used for more efficient resource allocation and configuration and
even change the behaviour of some of the components and agents in the network.

5.4. Hardware

As the name implies, a smart sensor network consists of many networked devices. Advances in hardware
technology are necessary to realise the vision for a truly universal, robust and reliable network. Some of
the issues are:

Price

Large-scale deployment will only be possible if the individual components are very cheap. The Auto-ID
Centre is working on developing the technology for very cheap tags and readers [sarma2001, reynolds2002],
but this needs to be extended to other forms of smart sensors.

Length of life

How long can a sensor keep operating reliably? This mainly depends on how the sensor is powered, since
most sensors will need some form of power at least for performing continuous sensing (of temperature
for example), if not for communicating the sensed data. Battery and low power technologies then are the
determining factors how long an autonomous sensor can be deployed. A lot of research is currently being
done in this area, for example within the “Smart-Its” research program [smart-its].
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Sensor calibration

Sensors deployed in the field tend to become uncalibrated over time, resulting in inaccurate data.
There are several ways this problem can be overcome. One can deploy a multitude of sensors sensing
the same parameter at a specific location. Voting algorithms can be used to determine the most likely
value; this value is then propagated and used to recalibrate the sensors. This can be done on a
continuous basis. Another solution is to periodically replace or recalibrate the sensors although the
effort this takes could be prohibitive. One interesting way of doing recalibration is to use a robot that
periodically visits the sensors [lamarca2002]. This is only feasible if the locations have to be visited
regularly anyway, for example by a maintenance robot that could easily take on this additional task
of recalibration.

Ad-hoc networking

A related problem is how easily we can deploy sensors and connect them to power and the network
without effort. Wireless communication technologies are often too power-consuming. An alternative could
be the use of embedded conductive materials in walls and other surfaces. A sensor can then be pinned
to the wall and will immediately have power and a network connection [laerhoven2002, lifton2002].

6. CONCLUSION

In this paper, we have outlined our vision of a universal smart sensor network and showed the applications
such a network would enable. We also highlighted some of the underlying technologies upon which such
a network could be built, and given an overview of the issues where further work is necessary in order
to realise the vision. Now is the time to start developing the architecture and protocols for smart sensor
networks. As RFID is one of the key enabling technologies, it is sensible to dovetail with protocols for
RFID tags in order to provide a common basis on top of which applications can be built and which can
be extended to cover other types of smart sensor technologies.

We believe that the way to move forward is to develop and deploy different types of smart sensor
technology, and implement applications on top of this framework. Only by doing so can we learn about
the practical issues, the benefits and of course, the pitfalls. This will ensure that the standards
developed are of practical relevance and will become as ubiquitous as the Internet is today, thereby
preventing divergence of the field into several incompatible solutions.
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